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Management
summary

Background

The Dutch financial system can be misused by
criminals to launder illegally obtained assets or to
finance terrorism. To prevent this, the Money
Laundering and Terrorist Financing (Prevention) Act
(Wwft) imposes measures on financial institutions
and professional service providers — the so-called
gatekeepers. Gatekeepers also have to deal with
obligations arising from the Sanctions Act 1977 (Sw)
and often with specific laws and regulations or
professional standards as well. Some financial
institutions, such as non-life insurers, do not fall
under the Wwft, but are expected to comply with
the Sw.

With this study the opportunities and possibilities of
improving the efficiency and effectiveness of the
anti-money laundering chain and compliance with
the Sw through the collaboration of the various
groups of gatekeepers or by applying creative other
methods, were explored.
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Gatekeepers: a heterogeneous
group

Although the objective and obligations under the
Wwft are the same for all gatekeepers, they are a
heterogeneous group and differences in emphasis
can be discerned in gatekeepers' roles and
responsibilities. Institutions and professionals have
been brought within the scope of the Wwft for
various reasons. For example, banks and trust
offices are designated as gatekeepers because they
provide access to the payment system and the
Dutch economy, while, for example, for civil-law
notaries this is the case because of the specific
legal services they provide. Institutions and
professionals may also be designated as
gatekeepers because of the risk of misuse for
money laundering purposes — such as real estate or
cash — or because the nature of their services
enables them to detect indications of fraud and
other forms of financial and economic crime.
Gatekeepers' relationships with their customers
also differ. Some gatekeepers have long-lasting
relationships with their customers. Other
gatekeepers — such as real estate agents — on the
other hand, have one-off or ad-hoc contact with
customers.

Bottlenecks in the implementation
of the Wwft and the Sw

In the performance of their gatekeeper role,
gatekeepers encounter various bottlenecks in
complying with the Wwft and the Sw. Some of
these bottlenecks can be traced back to the
fundamentals of the anti-money laundering policy. In
the first place, there are tensions between the
commercial interests of gatekeepers and the
fulfillment of their gatekeeper role, sometimes
complemented by societal expectations related to
widely supported societal ambitions in areas such as
sustainability, climate, environment, health, human
rights and governance.

In addition, gatekeepers feel insufficiently supported
by the government in various areas, due to, among
other things, a lack of clear steering and
prioritization by the government, conflicting laws
and regulations, a lack of powers in light of the

expanding Know Your Customer/Customer Due
Diligence (KYC/CDD) obligations, uncertainty about
the interpretation of the risk-based approach and the
limited opportunity to learn due to the lack of an
effective feedback loop. In particular, the tension
between the protection of privacy on the one hand
and the effective prevention of money laundering
and terrorist financing on the other hand is
experienced as a major limiting factor. This tension
has recently manifested itself in several areas:
access to the UBO register, the possibilities and
impossibilities for information sharing between
gatekeepers and public parties and between
gatekeepers themselves, as well as in various
legislative processes such as the Money Laundering
Action Plan and Data Processing by Partnerships
Acts. The experienced lack of support can frustrate
gatekeepers and is detrimental to their motivation to
guard the gate strictly.

At the same time, gatekeepers run the risk of facing
serious penalties, in the opinion of that same
government, they do not or do not sufficiently fulfill
their gatekeeper role. This includes both
administrative or disciplinary law enforcement by
the regulators and criminal law enforcement by the
Public Prosecution Service. This approach towards
gatekeepers results in a situation where
gatekeepers become tensed up and feel compelled
to do more than necessary, which is also referred to
as the rule-based’ implementation of risk-based
standards or as ‘compliance-oriented’ adherence,
just to make sure that they can demonstrate
compliance with all requirements.

Customers increasingly experience this tension in
the form of reduced access to the financial system.
Natural persons and companies with higher integrity
risks — for example, politically exposed persons
(PEPs), associations, or foundations — may be faced
with a refusal or restriction of services. Customers
are also confronted with longer processing times at
the start or with the expansion of services, as well
as with higher costs and repeated (unnecessary)
inquiries.



A deepdive into collaboration and
other alternative working
methods

Nevertheless, gatekeepers are increasingly aware of
the importance of the gatekeeper role and want to
organize this role more effectively and efficiently: for
themselves and for their customers. Initiatives in
the Netherlands and abroad show that the
aforementioned bottlenecks can be (partly) solved
by focusing on collaboration and the use of (new)
technologies. Central government steering, which
allows the government to speak (more) with one
voice, to make clear choices and to set priorities,
can also contribute to an increased effectiveness
and efficiency.

Mutual collaboration gatekeepers

In terms of collaboration, the development of joint
utilities by gatekeepers, as well as the commitment
to public-private partnerships, are notable.
Information sharing is seen as an important
cornerstone for an effective anti-money laundering
policy.

Worldwide experiments are being carried out with
varying degrees of success with joint utilities in the
field of transaction monitoring, sanctions screening
and (aspects of) the CDD process. The various
initiatives involved in this deepdive show that such
joint utilities can help to shorten the CDD process
and consequently lead to a decrease in costs.
Available data is, so to speak, reused, updated and
enriched, which means that repeated inquiries to
customers are no longer necessary. With regard to
transaction monitoring, it is pointed out that network
analyses allows more to be seen than an individual
gatekeeper could — as a result of which the
identification of unusual and suspicious behavior can
be more targeted. In addition, reference is made to
the possible increased efficiency of the transaction
monitoring process, cost reduction through the joint
development and maintenance of utilities, and
improved risk management.

This study demonstrates that setting up and
operationalizing a joint utility is no easy task and
requires careful consideration of various aspects.
These aspects include, among other things, the
technology, the participants and governance, the
type of information and actualization, the type of
customers, the functions of the facility (for example,
data collection and/or validation of data), data
standardization, privacy and other matters such as
intellectual property, competition and cybersecurity.
These aspects play an important role and also
(partly) influence the degree of success of initiatives
that are developed at home and abroad.

Collaboration between gatekeepers may also
involve the use of warning systems to make
gatekeepers' customer investigations more
effective and to keep the financial system 'clean’.
One example is the Incident Warning System for
Financial Institutions. This system designed for
banks and insurers shows that information
exchange between various (defined) private parties
with the aim of more effectively preventing and
combating misuse of the financial system — in this
case fraud and deception — is possible. From a
privacy perspective, the information exchange must
be proportionate and subsidiary and the design of
the system must have sufficient safeguards.




Public-private partnership

In addition to the foregoing, public-private
partnerships (PPP) are also an important means of
making the prevention of money laundering,
terrorist financing and compliance with sanctions
regulations more effective. The idea is that financial
and economic crime can be better prevented by
working together and by sharing knowledge and
intelligence. PPPs can potentially help gatekeepers
to improve their internal processes such as
transaction monitoring and to perform their
KYC/CDD processes in a more targeted manner.
Within the EU, PPPs are on the rise, although their
structure, objectives, participants and the type of
information exchanged differ. In the Netherlands,
public-private partnerships take place both on a
phenomenon basis — such as by sharing typologies
and trends — and on an operational level with regard
to transactions, reports and/or (legal) persons.
Examples of PPP initiatives in the Netherlands are
Fintell Alliance NL, the public-private partnerships
within the Financial Expertise Center (FEC), the Anti-
Money Laundering Centre (AMLC) and the PPP
within the National Information and Expertise Centre
(LIEC) and the Regional Information and Expertise
Centres (RIECs). This study demonstrates that
public-private partnerships at operational level
mainly take place with banks.

From this study, it appears that creating an equal
relationship between the public and private partners
is important. Mutual trust, perceived safety,
commitment, understanding and sufficient
transparency form an important basis for an
effective PPP. This also applies to a proportionate
deployment of people and resources, a clear (non-
complex) governance and a clear recording of
objectives, parties, and mutual roles and
responsibilities.

Digital identity

With regard to the use of technology, in the context
of KYC/CDD reference is made to the development
and use of the digital identity, also known as e-ID.
This is a digital account that can be used to verify a
person’s identity. Digital identities are not a new
phenomenon in themselves and have been used for
some time, especially by governments.

That is why many digital identities to date have been
developed by and for governments themselves.

The identification and verification of customers’
identities is an important part of customer due
diligence, with digital identities and applications
playing an increasingly important role. Establishing
business relationships at a distance, also referred to
as non-face-to-face or remote onboarding, is
becoming increasingly common, and the use of
sufficiently reliable means of identification instead of
regular identification documents, such as passports
or driver's licenses, is allowed. More and more
innovative technologies are being developed to
facilitate the remote onboarding of customers. This
could include identifying and verifying the identity of
customers via video calling, signing documents
digitally or through the use of biometric technology.

The development of the European digital identity
with a wallet for both natural persons and legal
entities offers opportunities for gatekeepers to
make customer due diligence and ongoing
monitoring of the business relationship more
efficient. This study shows that both private and
public parties can play an important role in the
development and use of digital identities. However,
succeeding in this requires a supportive government
that enables the development of digital identities,
and the use thereof, within the framework of the
Wwrft and Sw, both technologically and legally.

Central steering

Having a strategy based on a national risk
assessment is important for central management. A
good strategy sets frameworks, provides direction
and allows for priorities to be set. Although careful
steps have been taken in this direction in the
Netherlands with the Money Laundering Action Plan
of 2019 and the Policy Agenda to tackle Money
Laundering dating from 2022, this study highlights
that there is a clear need among gatekeepers for a
government that manages (more) centrally, speaks
(more) with one voice, makes clear choices and that
sets priorities. The Dutch national risk assessments
(NRAs) for money laundering and terrorist financing
can be enhanced with elements from NRAs from
abroad.



Furthermore, the Dutch government can learn from
the national strategies as developed in Canada, the
United States (US) and — in particular — the United
Kingdom (UK). The strategies of Canada and the US
focus specifically on anti-money laundering
regulation, while the UK strategy takes a holistic,
integrated approach to economic crime with anti-
money laundering as one of its priorities. The UK
strategy is by far the most detailed and has the
greatest involvement from the private sector. This
strategy contains concrete actions aimed at results,
as well as clear governance, planning and deadlines.
Lastly, this study also shows that Italy is an
interesting country for the Netherlands; it has highly
coordinated management via a national committee
in which a large and diverse group of government
organizations is involved. This shows the
importance of a joint task remit in order to be able to
share information with each other.

Possible solutions to enhance
effectiveness and efficiency

This study presents various ways for gatekeepers to
achieve improvements in effectiveness and
efficiency of compliance with the Wwft and Sw
through collaboration. However, the deepdive also
highlights that the role of the government is crucial
in order to increase the effectiveness of the overall
anti-money laundering policy. This mainly concerns
supporting gatekeepers, for example by removing
(legal) obstacles for gatekeepers and committing to

more structural collaboration between gatekeepers
and public parties, to enable gatekeepers to better
fulfill their role. This is also expected to contribute to
the motivation of gatekeepers. Furthermore, for the
government this entails taking control, allowing it to
manage centrally at a high level and to setting
priorities. This helps establishing an (even) stronger
foundation for a clear and supported policy that
enables gatekeepers to combat misuse of the
financial system by criminals by effectively and
efficiently preventing money laundering and terrorist
financing.

There are several (possible) solutions that can be
realized in the shorter and longer term to make
compliance with the Wwft and Sw more effective
and efficient and that contribute to realizing a more
effective and efficient anti-money laundering
approach. These have been selected and further
elaborated on. The complexity and impact of these
(possible) solutions differ. The (possible) solutions
are divided into three clusters:

1. Solutions for which gatekeepers are primarily
responsible.

2. Solutions for which gatekeepers and
government must join forces.

3. Solutions for which the government is in the
lead.

The below figure presents the selection of possible
solutions. These will be explained in more detail
hereafter.

+  KYC taxonomy »  Strengthening public-private

+  Warning systems partnerships

* Use of digital identity (e-ID) in
the context of customer due
diligence

» Joint utilities

Table MS1: Overview of solutions

»  Supportive government towards gatekeepers:

— Reliable, public registers and adequate access for
gatekeepers

— Valuable feedback loop

— Regulation of the real estate profession and a Wwft
registration obligation for non-regulated professions
and institutions

— Protection gatekeepers in case of fear of retaliation

— Public education about the role and responsibilities of
gatekeepers

+ Taking ownership and providing for stronger central
steering:
— National coordinator
— Strengthening, deepening and expanding the NRA

— Setting priorities and establishing a risk appetite for
the Netherlands



Gatekeepers

This study reveals a number of opportunities and
possibilities for gatekeepers to take steps to
improve the efficiency and effectiveness of the anti-
money laundering chain and compliance with the
Sw through collaboration. Basically, this requires
mutual trust and knowledge exchange. Therefore, it
is important that gatekeepers (continue to) commit
to a (shared) understanding of each other's specific
roles and responsibilities in the execution of the
joint gatekeeper function, as well as to knowledge
about the (nature of the) activities of various
gatekeepers. It is also important to liaise on a
structural basis to share developments, trends and
phenomena. Moreover, gatekeepers should support
each other with requests for help, given the
nuances in roles, responsibilities and the diverse
expertise of the various gatekeepers.

KYC taxonomy

Complexity Impact

A first solution for gatekeepers concerns the
development of a common standard in the field of
KYC. The KYC taxonomy involves a joint
interpretation of legal requirements, associated data
points and underlying documentation. A shared KYC
taxonomy ensures that gatekeepers collect the
same information in a uniform, or harmonized,
manner. This offers gatekeepers a stepping stone to
the possibility of contributing to a more effective
and efficient information sharing, because they have
the same understanding of the information and thus
speak 'the same language'. From a customer's
perspective, a shared KYC taxonomy provides clarity
and predictability and repeated (unnecessary)
requests can be avoided.

Warning system

Impact

A second solution for gatekeepers involves the
creation of warning systems, if not already present,
such as is the case for banks, insurers and trust
offices. A warning system is a system that contains
data from natural persons and/or legal entities that
pose a possible risk to individual gatekeepers or to
the integrity of the financial system, for example, in
the event of serious suspicions or a conviction of
fraud or other criminal behavior. This information is
shared and used by gatekeepers (under certain strict
conditions). Multiple parties know and see more
than one: information sharing enables gatekeepers
to identify risks better and faster, to limit these risks
and to take adequate mitigating measures.

Complexity

Joint utilities

Impact

A third solution for gatekeepers concerns working
towards joint utilities. In addition to the steps
already taken by banks in the field of collective
transaction monitoring — and where currently action
on the side of the government is particularly desired
with the further advancement of the Bill on the
Money Laundering Action Plan — working towards a
joint utility comprising various categories of
gatekeepers with regard to (aspects of) the CDD
process can make a positive contribution to efficient
and effective compliance with the Wwft/Sw.

Complexity



Initiatives from abroad show which aspects
gatekeepers should thereby take into account.
These aspects include, among other things, the
group of participants, the type of customers, the
desired functions of the utility, the type of
information and actualization, the desired
technology for the platform, the governance
surrounding the utility and aspects such as privacy,
competition and cybersecurity.

Based on the insights obtained during this study, it
is advisable to start a joint utility (or several joint
utilities) on a small scale. This can be done by
limiting the circle of participants and the functions of
the utility, for example, by limiting it to the collection
of data and/or the validation of this data. It is
advisable to keep the joint utility legally as simple as
possible and to set it up for national use initially.

Gatekeepers and government

This study also presents a number of other
opportunities and possibilities for improving the
efficiency and effectiveness of the anti-money
laundering chain and compliance with the Sw,
whereby gatekeepers and public parties —
respecting their own roles and responsibilities —
must join forces.

Public-private partnership

Complexity Impact

"

In the first place, this concerns the continuation and
expansion of a structural collaboration between
public and private parties. Given the largely positive
experiences of the operational collaboration
between public partners and banks, it is
recommended to consolidate this PPP and to
expand it to other categories of gatekeepers.
Gatekeepers and the government should take joint
steps in this regard. In doing so, it would be
necessary to ensure that not too many different
forms of PPPs are created. It should also be
prevented that concrete actions become
subordinate to consultation and decision-making.

Furthermore, it is recommended that this new PPP
be initiated via short and concrete pilots and to
evaluate these pilots, in order to subsequently build
towards a sustainable form of collaboration. It could
also be considered to have categories of
gatekeepers other than banks join existing PPP
initiatives, such as the Serious Crime Task Force
(SCTF) within the FEC. Creating an equal
relationship between public and private partners is
an important point of attention, as is a proportionate
deployment of people and resources and a
transparent (non-complex) governance and clear
recording thereof. In order to really work together
effectively and make an impact, it is essential that
the government makes the (targeted) sharing of
information - among public partners, among private
partners, and between the public and private
partners - legally possible.

Digital identity

Complexity Impact

"

A second solution concerns (working towards) the
use of digital identities in the context of customer
due diligence. The use of digital identities and
authentication tools offers various operational
efficiencies in customer due diligence to both
gatekeepers and customers. In anticipation of the
digital passport, gatekeepers can already use digital
authentication tools within the current legal
frameworks of the Wwft/Sw. Gatekeepers can also
use the development of the KYC taxonomy to
determine for which data points and source
documents it is desirable to link to the digital
identities, and to share these wishes with the
government. Lastly, gatekeepers can explore the
possibilities for joining or developing a trust
framework for the purpose of ensuring compliance
with the Wwft/Sw. The government should
promptly support the gatekeepers by clarifying
which (providers of) identification tools meet the
required 'substantial' or 'high' level of assurance.



For now, this is left to the individual gatekeepers Complexity Impact
themselves. This brings about uncertainty as well as

a considerable effort for gatekeepers, and hinders ‘

(particularly small) gatekeepers from making use of
such tools. It is also important that the government

works on the rapid realization of the European digital

passport and associated attributes, taking into

account the desires of the gatekeepers. _
» Provide gatekeepers access to the Personal

Records Database ("BRP") to perform their

Government customer due diligence.

The time seems to have come for the government

to motivate the gatekeepers more than before to Complexity Impact
fulfill their role to the best of their ability by offering

them clarity and support 'at the front'. Going back to ‘/‘

the core of the anti-money laundering policy, it is

about the government taking a clear governing role,

through which it provides (high-level) central
steering and thereby prioritizes actions on the basis

of the NRA. + Take action on ongoing legislative initiatives that
can assist gatekeepers in complying with their

A supporting government Wwift obligations more effectively and efficiently,
specifically with regard to the Central

Despite the fact that combating crime is a core task Shareholders Register (“CAHR'") and enabling a

of the government, the government has assigned an
important role to gatekeepers within its anti-money
laundering policy. In order to optimally fulfill the
gatekeeper role, it is important that gatekeepers are
enabled to do so, for example, by offering them an

adequate set of powers and the necessary clarity.
To this end, five recommendations follow from this @

‘search by name' of natural persons in the
Business Register.

Complexity Impact

study:

Work on reliable, public registers
and ensure adequate access for

gatekeepers » Consider further support for gatekeepers by

creating registers for which gatekeepers
currently often have to use commercial
providers, for example, with regard to creating a
public PEP register and maintaining up-to-date
sanction lists.

As a basis for relevant information and data for
customer due diligence, data from public registers
must be (as) reliable (as possible). To prevent extra
work for gatekeepers, they should in principle be
able to rely on this information. This includes the
following concrete actions: Complexity Impact

* Retain access to the UBO register for
gatekeepers and all institutions that fall under the
Regulation on Supervision pursuant to the @
Sanctions Act 1977 ("RtSw 1977") and grant them
access to the closed section of the UBO register.



* Consider performing sanction checks against
public registers by the government and relaxing
the research effort of companies, for example, by
assigning the Chamber of Commerce the task of
performing sanction checks on the information
included in the UBO register or Business
Register.

Complexity

o«

Complexity Impact

i

The call for an effective feedback loop from
gatekeepers may have existed as long as the
reporting obligation itself. Aggregate feedback is
already shared with gatekeepers. What is still
missing is individual feedback at the level of the
reporting organization or the transaction to which
the report relates. Gatekeepers can learn from this
and this can have a positive effect on their
willingness to report and the quality of their reports.

Impact

Create a valuable
feedback loop

For the creation of a valuable feedback loop a start
can be made by providing sector-wide feedback on
outcomes of reports made by that sector over a
certain period by the Financial Intelligence Unit-
Netherlands ("FIU-NL"), possibly together with
criminal investigation services, within the current
legal frameworks. In addition, action should be
taken in order to provide feedback on individual
reports. With regard to transactions declared
suspicious, it is valuable for gatekeepers to gain
(more) insight into the use of the suspicious
transactions reported by them in the criminal

investigation process. Criminal investigation
services and the Public Prosecution Service should
therefore (be able to) provide feedback at least at an
aggregate level, for example, in the form of
statistics and by sharing case studies.

Regulate the real estate profession and
consider introducing a Wwft
registration obligation for non-regulated
professions and institutions

Complexity Impact

The real estate sector is vulnerable to money
laundering and the unregulated real estate
profession potentially makes the sector even more
vulnerable: there are no minimum quality
requirements, nor is compulsory membership of
professional organizations required. It is therefore
virtually impossible to find out how many real estate
agents are actually active in the Netherlands,
because not all brokers are affiliated with one of the
three industry associations (NVM, VBO and
VastgoedPro). This lack of definition may also have
an impact on the allocation of powers. Given the
importance of the gatekeeper role and the need for
a good balance between tasks and competences, it
is appropriate to reintroduce regulation of the real
estate profession. It is important to include the
lessons of the past in shaping the regulation of the
profession. Regulation of the real estate profession
can go hand in hand with the introduction of a Wwft
registration obligation for non-regulated professions
and institutions. Regulation of the real estate
profession may also be accompanied by a
reconsideration of the current Wwft requirements
and practice with regard to client due diligence
performed on counterparties by real estate agents.



Protect gatekeepers in case of fear of
retaliation for reporting unusual
transactions

Complexity

o«

Impact

A bottleneck experienced by gatekeepers concerns
the fear of retaliation when reporting unusual
transactions to FIU-NL. A number of steps have
been taken and various solutions are being explored
to strengthen (the sense of) security of reporters,
but more protection of gatekeepers is necessary.
Where gatekeepers have a government-imposed
duty to report, the government has a duty to protect
the reporter.

Provide public education about the role
and responsibilities of gatekeepers

Complexity

Impact

To enable gatekeepers to actually use their limited
resources to fulfill their gatekeeper role, the
government should provide more public education.
Consideration could be given to maintaining a
(digital) place where customers can find information
about the roles and obligations of gatekeepers in
complying with the Wwft and the Sw, launching a
campaign, and setting up a questions and/or
complaints office.

Central steering

The anti-money laundering policy in the Netherlands
is characterized by a high degree of fragmentation.
It is a standalone policy, but falls within the broader
approach to organized crime. This means that many
different government parties are involved, ranging
from ministries, regulators, municipalities, FIU,
government services and implementing
organizations, criminal investigation services and the
Public Prosecution Service. A lack of central
steering, including clear prioritization and balancing
of interests, can lead to the government not making
clear choices, which leads to drifting and not going
beyond general commitments. With an
unambiguous government vision in which the
various interests of government parties involved
have been considered in advance and choices have
been made, such 'paralysis' can be prevented and
action can be taken. Clarity contributes to the
motivation of gatekeepers, who can get to work in
a(n) (even more) focused manner with the directions
provided.

Specifically, this leads to three recommendations:

Appoint a national coordinator on behalf
of the government who takes the lead
in the national anti-money laundering
approach

Complexity

o«

Impact

Ideally, the coordinator acts on the overall AML
approach and connects the public parties and their
interests involved. He acts as the driver of an
effective and efficient anti-money laundering policy,
and is the face or figurehead of this national
approach on behalf of the government towards the
private sector.

14



Strengthen, deepen and expand the
national risk assessment

Complexity Impact

National Risk Assessments ("NRAs") are the
foundation for a national anti-money laundering
strategy and the risk-based approach in the anti-
money laundering policy. The Dutch government
can learn from NRAs abroad. This concerns the
methods of analysis used and the inclusion of
sectoral and geographic risks in, or in addition to,
the NRA.

Prioritize and establish a risk appetite
for the Netherlands

Complexity Impact

It is unrealistic to state that money laundering can
be completely prevented with an effective
application of the anti-money laundering policy. Nor
is it realistic to expect gatekeepers to guard their
gates in such a way that no criminal proceeds enter
the financial system at all. With prioritization in a
national anti-money laundering strategy, the
activities of gatekeepers can focus on the most
important national priorities. As not everything can
be or remain a priority, this naturally also means that
efforts will be less in other areas. It is therefore
recommended that the Dutch government, together
with the NRA and when setting its priorities, also
establishes a national risk appetite that, together
with the stated priorities, can serve as bandwidth
for the application of the risk-based approach of the
anti-money laundering policy, and thus for the
gatekeepers in the fulfillment of their role.

From solutions
toaction

(Z £

The extent to which the solutions will be realized
and their full potential will be utilized will depend
on the efforts and commitment of gatekeepers and
the government. For gatekeepers it is essential

that they (dare to) take the concrete steps within
the possibilities available to them.

It is important for the government to enable the
gatekeepers to do so. This concerns providing
gatekeepers with powers as well was the removal
of (legal) ambiguities or conflicts. In view of the
expected impact, working towards strong central
steering is of fundamental importance. Central
steering requires a clear national anti-money
laundering approach laid down in a strategy that is
based on the actual risks for the Netherlands, and
in which clear choices are made with regard to
priorities in the fight against money laundering and
terrorist financing.

Many solutions are affected by the current debate
about privacy. The highest priority must therefore
be given to balancing the importance of privacy on
the one hand, and the prevention of money
laundering and terrorist financing (and, by
extension, the fight against crime) on the other.

In short, it is time to turn good intentions into
concrete actions. This study shows that this can
mainly be done by focusing on collaboration and
the use of technology. Gatekeepers cannot do this
alone. The government cannot do this alone. This
can only be achieved together. Based on trust.







1.1 Background and relevance

The Dutch financial system can be misused by
criminals to launder illegally obtained assets or to
finance terrorism. To prevent this, the Money
Laundering and Terrorist Financing (Prevention) Act
Wwft) imposes measures on financial institutions
and professional service providers - the so-called
gatekeepers. These gatekeepers are responsible for
preventing their services from being misused by
criminals. They do this by, among other things,
carrying out customer due diligence (CDD),
monitoring the business relationship and reporting
unusual transactions. Pursuant to the Sanctions Act
1977 (Sanctiewet, Sw), natural persons and legal
entities are prohibited from making money or other
financial resources available to sanctioned persons
or entities and, where applicable, from offering
them certain financial or other services. Although
the Sanctions Act has a wider scope of application,
gatekeepers also have an important societal role in
this regard. In addition, various gatekeepers are also
subject to specific legislation and/or professional
standards with additional obligations tailored to their
services. This is, for example, the case for trust
offices and civil-law notaries.

The various groups of gatekeepers have the same
objective, but act at different points in time and also
deal with differences in laws and regulations at
times. In part because of this, gatekeepers
encounter various bottlenecks that impede effective
and efficient compliance with the Wwft and Sw.
Some of these bottlenecks can be traced back to
the fundamentals of the anti-money laundering
policy. With society's increasing focus on privacy,
there is currently a lot of discussion about the
protection of privacy in relation to the (growing)
obligations on gatekeepers related to the prevention
of money laundering and terrorist financing.

(1)  The organizat \LM are: Nedev\ ndse \evemq ng van Bmken <N\ B, the DUM
banking aa
Newrdnd

ppra sevs) Koninklijke NOL re\e
:,Lom oMm -law notaries), Holland

Bevoepsuu satie <KNB the Dutch as

The tension has recently manifested itself in several
ways: regarding access to the UBO register, the
possibility of information sharing between
gatekeepers and public-sector parties and between
gatekeepers themselves, as well as in various
legislative processes such as the Money Laundering
Action Plan and Data Processing by Partnerships
Acts. Other bottlenecks could be solved through
collaboration or by applying other creative working
methods. This study explores such possibilities by
taking a look ‘across the sectors’. Although the
study focuses on the situation in the Netherlands,
the deepdive also includes relevant initiatives from
abroad. The possible solutions that are presented
are relevant to a broader group of gatekeepers and
to the government.

This study was conducted by KPMG Advisory N.V.
(KPMGQ) at the request of a group of eight industry
and professional organizations in the period from
mid-March to the end of June 2023.M

The groups of gatekeepers involved include banks,
life and non-life insurers, real estate agents, civil-law
notaries and trust offices. MKB-Nederland and VNO-
NCW coordinated the study on behalf of the
engaging parties.

1.2 Research questions

This study aims to explore the opportunities for and
possibilities of improving the efficiency and
effectiveness of the anti-money laundering chain
and compliance with the Sanctions Act through the
collaboration of the various groups of gatekeepers
or by applying other creative working methods.

Quaestor (the Dutch association of trust offices), Vereniging VNO-NCW (VNO-NCW,
the largest employers' org ion in the Netherlands) and Koninklijke Vereniging
MKB-Nederland (MKB-Nederland, the largest entrepreneurs' organisation in the

Netherlands). The study was completed on June 27, 2023.



The objective of the study is answered on the basis
of the following sub-questions:

1. What are the roles and responsibilities of each
individual gatekeeper?

2. Which bottlenecks do gatekeepers encounter
when performing tasks whilst fulfilling those
roles and responsibilities?

3. Can collaboration with other gatekeepers or an
alternative working method eliminate those
bottlenecks?

* Do collaboration and the alternative working
methods contribute to effective and
efficient compliance with the Wwft
obligations?

* Do collaboration and the alternative working
methods contribute to effective and
efficient compliance with the Sanctions
Act?

«  What hinders that/those form(s) of
collaboration?

4. Are there international alternatives that lead to
more efficient and/or effective working
methods?

5. What steps can be taken to make
improvements?

Reading guide

This report is structured as follows.

Chapter 2 provides insight into the roles and
responsibilities of various gatekeepers.

Chapter 3 focuses on the implementation practice
and bottlenecks encountered in that regard.

Chapter 4 contains relevant (international)

examples in the area of collaboration and
alternative working methods of gatekeepers that
are, or could be, relevant to the Dutch practice and
the matter of effective and efficient compliance
with the Wwft and the Sw.

Chapter 5 describes possible solutions and specific
steps that can be taken in that regard to achieve
more effective and efficient compliance with the
Wwft and the Sw through collaboration and
alternative working methods.

1.3 Objective and limited
distribution of the report

The distribution circle of this document is limited to
our engaging parties for the purpose of, in the
context of the engagement provided to KPMG,
informing them of the work carried out to date, the
insights derived from it, and the fine-tuning of these
insights for the purpose of further developing the
study.

It is not permitted to use this report or parts of it for
other purposes, to cite or refer to it, to disclose it to
the public and/or to provide it to third parties without
our express and prior written consent.

1.4 Delineation of the study

For the purpose of this study, the concepts of
effectiveness and efficiency, as well as the
delineation of the study, are explained.

Effectiveness and efficiency

The research question makes a distinction between
effectiveness and efficiency of compliance with the
Wwft and Sw.

» Effective compliance is about the purpose that
the laws and regulations intend to achieve. In
other words, is the relevant legislation effective
at preventing money laundering, terrorist
financing and sanctions violations? This concerns
effectiveness at the meta-level because it deals
with the larger issue of whether the anti-money
laundering system as we currently know it,
based on the Wwft and Sw, actually contributes
to - in a nutshell - less financial and economic
crime.

— Effective compliance also focuses on whether
the /legal requirements are met within this
policy or system; in this study, these are the
obligations stipulated in the Wwft and Sw
that apply to gatekeepers.



« Efficient compliance is about the efficiency of
meeting current legal obligations. This involves
the question of whether there are ways to meet
the legal requirements with fewer resources and
less effort.

Focus on the Netherlands

The anti-money laundering policy and sanctions
regulations are (as of yet) national laws and
regulations.? Foreign initiatives are involved and
analyzed in this study.

In light of the research question and sub-questions,
the possible solutions are limited to the
Netherlands.

1.5 Research method

This study was performed through a combination of
different research methods.

A literature study provided the basis for the analysis
of bottlenecks and opportunities, and possibilities
for more effective and efficient compliance with the
relevant legislation. The literature study led to an
initial inventory of bottlenecks encountered by
gatekeepers and customers, factors that could
eliminate these bottlenecks, and some other
possible solutions for achieving improvements in
effectiveness and efficiency.

(2) Refer to section 3.2.1 for European developments in the area of anti-money
laundering regulations
(3) Semi-structured interviews are interviews where a number of standard

Qualitative, semi-structured interviews were held
with representatives of the industry and
professional organizations involved in this study, and
with some Wwft regulators, the Financial
Intelligence Unit-Netherlands (FIU-NL), the Public
Prosecution Service, as well as some experts from
academia and practice, to verify insights gained
from the literature study and to gain additional
insights. ® Refer to Annex C for the whole list of
interviewees.

Furthermore, through the international KPMG
network and a network of experts from academia
and practice, relevant domestic and foreign
initiatives were identified that could serve as
examples or inspiration for possible solutions in the
Netherlands. This deepdive was conducted on the
basis of the insights gained from the literature study
and the interviews that were held.

questions are determined in advance, and where there is leeway to expand
on answers given during the interview or to ask additional questions
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2.1 Introduction

This chapter examines gatekeepers' roles and
responsibilities” in preventing money laundering
and terrorist financing. Gatekeepers are private-
sector parties designated by the government as
important players in the prevention of money
laundering and terrorist financing. The role of
gatekeeper requires a large group of financial
institutions and professional service providers -
including banks, life and non-life insurers, trust
offices, real estate agents and civil-law notaries - to
know their customers and the risks they pose, and
to mitigate those risks as much as possible. Where
necessary, and as a last resort, they must refuse to
provide or stop providing their services if they are
not able to (adequately) mitigate the risks.®

Wwft regulators

Monitor gatekeepers' compliance with the Wwft (and,
where applicable, the Sw). In the case of non-
compliance, regulators can proceed to administrative
law enforcement or initiate disciplinary proceedings.

Gatekeepers

Criminal
investigation

Gatekeepers act in a broader ecosystem set up
under anti-money laundering regulations. This is also
called the 'reporting chain' or the 'anti-money
laundering chain'. In this ecosystem gatekeepers
deal with public-sector parties, like regulators, FIU-
NL, the Public Prosecution Service and criminal
investigation services like the police and the Fiscal
Intelligence and Investigation Service (FIOD).® The
following figure shows the division between private
and public-sector parties in a simplified manner:

Public
Prosecution

Judiciary

Conduct customer due
diligence and report
unusual transactions.

Receives and analyzes
unusual transaction
reports from
gatekeepers and
regulators. Suspicious
transactions are made
available to criminal
investigation services.

services

Criminal investigation
services like the police
and FIOD investigate
crimes. They assess
whether suspicious
transactions constitute a
criminal offense.

Ministry of Finance | Ministry of Justice and Security

Responsible for laws and regulations, the publication of the national money laundering and terrorist financing risk analyses, the publication of statistics,
the creation of the national list of PEP functions, participation in the Obliged Entities Committee. They also have responsibilities with respect to the
governance and budgeting of regulators, FIU-NL, criminal investigation services and the Public Prosecution Service, and the judiciary. Finally, they are
responsible for certain sectoral laws and regulations regarding gatekeepers (e.g. the Financial Supervision Act (Wet op het Financieel Toezicht, \Nft),
the Trust Offices (Supervision) Act (Wet toezicht trustkantoren; Wtt), the Audit Firms Supervision Act (Wet toezicht accountantsorganisaties; \ta) and
the Notaries Act (Wet op het Notarisambt, \Wna)).

Service

Decides whether to
summon suspects,
dismiss a case, or offer
a deal (settlement).

Figure 1: Division of the roles of public and private-sector parties within the anti-money laundering policy

(4) In this study, any reference to gatekeeper includes all institutions that fall
within the scope of the Wwft. Non-life insurers also fall within the scope of this

study even though they are only subject to the Sanctions regulations. The Sanctions (5)  Van Wingerde and Hofman 2022, p. 10.
Act applies to everyone in the Netherlands and, unlike the Wwft, does not have a (6) The terms 'government parties', ‘public-sector parties', '‘public-sector partners’,

gatekeeper function. Also refer to sections 2.2, 2.4 and 3.2.2. To avoid confusion,

and 'government’ have the same meaning in this study.

Document classification: KPMG confidentia
© 2023 KPMG Advisory N.V

In prosecutions of
criminal offenses, the
judiciary assesses
whether the offenses
have been lawfully and
convincingly proven,
and, upon a finding of
guilt, determines the
punishment.

we have classified non-life insurers as 'gatekeepers' when referring to gatekeepers
in the context of this study.
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In order to further clarify the roles and, in particular,
the responsibilities gatekeepers have, the next
sections describe the objectives ensuing from the
Sanctions Act and the Wwft (sections 2.2 and 2.3).
Section 2.4 discusses the specific roles and
responsibilities of all gatekeepers.

2.2 Objective and obligations
under the Sanctions Act

Sanctions are coercive measures that can be
imposed on countries, companies, organizations or
individuals when they pose a threat to international
peace and/or security. The purpose of sanctions is
to change undesirable behavior or make it more
difficult, and thus to act as a deterrent to third
parties. There are different types of sanctions
including financial sanctions, trade restrictions, arms
embargoes and travel and visa restrictions on
certain individuals.!” The different types of sanctions
are not mutually exclusive.

The Sanctions Act (Sw) was drafted in 1977 and
gives the Minister of Foreign Affairs the power to
implement international sanctions (Section 2). The
Sw covers international sanctions issued by, for
example, the European Union and the United
Nations.® Unlike the Wwft, the Sw applies to
anyone situated in the Netherlands.® If financial
sanctions are imposed, depending on the relevant
sanctions regime, the assets of sanctioned persons
or organizations are frozen. It is prohibited to make
money or other financial resources available to them
and, where applicable, to offer them certain financial
or other services. The detailed obligations depend
on the relevant sanctions regimes. Non-compliance
with the Sw is an economic offence for which
parties may be criminally prosecuted by the Public
Prosecution Service.

(7)  Ministry of Finance, Leidraad Financiéle Sanctieregelgeving, August 12, 2020,
available via this link, p. 4
(8)  Ministry of Finance, Leidraad Financiéle Sanctieregelgeving, August 12, 2020,

he Ministry of
, to all Dutch lega
and all Dutch nationals outside the Netherlands’”.

Banks, pension funds, insurers, other financial
institutions, regulated crypto service providers(10
and trust offices are subject to more specific
sanctions obligations laid down in the Regulation on
Supervision pursuant to the Sanctions Act 1977
(Regeling toezicht Sanctiewet 1977, RtSw 1977). A
supervisory regime was also created exclusively for
these institutions (Section 10 Sw). Under the
Sanctions Act 1977 Legal Entities Designation Order
(Aanwijzing rechtspersonen Sanctiewet 1977), the
Dutch Authority for the Financial Markets (AFM) and
De Nederlandsche Bank (DNB) were designated as
the responsible regulators. If institutions do not
comply with the specific requirements under the
RtSw 1977, the regulators may impose
administrative measures and sanctions on them.""

There are three core obligations in the Regulation on
Supervision pursuant to the Sanctions Act 1977,
which are briefly explained below:

1. Duty to have adequate controls

Institutions must adopt administrative organization
and internal control (AO/IC) measures. This includes,
at a minimum, adequate controls to assess whether
the identity of a relationship corresponds to a
sanctioned party, whereby assets can be frozen if
necessary (Section 2). For AO/IC requirements,
institutions can adhere to the requirements on
organization and governance contained in the
Financial Supervision Act (Wft), the Wit 2018 or the
Wwft. It should be noted that a relationship is
defined in the Sw as "any party involved in a
financial service or transaction’. The concept of
‘relationship’ is thus broader than the concept of
'business relationship' in the Wwft.12

(10)  These are providers of custodian wallets for virtual currencies and providers
offering services for the exchange between virtual and regular currencies
(11)  Section 10f Sw in conjunction with Sanctions Act 1977 Legal Entities

Designation Order and Sections 10ba, 10c and 10d Sw
(12)  DNB, Guideline on the Anti-Money Laundering and Anti-Terrorist Financing
Act and the Sanctions Act, September 2022, available via this link, p. 71
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2. Reporting obligation

When an institution determines that a relationship
has been sanctioned pursuant to the Sw (a 'hit'), it
must report this (Section 3). Unlike unusual
transactions reports under the Wwft, these reports
should not be made to FIU-NL, but to the
responsible regulator. This hit report must disclose
the identity of the sanctioned party. However, one
reporting obligation does not preclude another; a
sanctions hit may also lead to the assumption of a
possible unusual transaction within the meaning of
the Wwft. In that case, institutions must report to
both FIU-NL and the responsible regulator."® An
institution may not generally terminate the
relationship with the sanctioned party.(4

3. Retention obligation

Section 4 requires institutions to retain records of
reports and the relevant accounts and transactions
for a period of five years after the sanctions regime
no longer applies to the relationship in question.

The Sanctions Act imposes an obligation of result:
institutions are required to comply with all sanctions
regulations and thereby fulfill their obligations,
including screening relationships.® In complying
with sanctions regulations, a limited risk-based
approach does appear to be permissible for
business operations in terms of their AO/IC."® DNB
indicates that all relationships should be screened,
but that a risk-based interpretation may be applied
to how the screening is carried out, for example, a
lower frequency of screening or a less intrusive
check."”

2.3 Objective and obligations
under the Wwft

The Wwft entered into force in 2008 by combining
the Provision of Services (Identification) Act (Wet
identificatie bij dienstverlening, WID) and the
Disclosure of Unusual Transactions (Financial
Services) Act (Wet melding ongebruikeljjke
transacties, Wet MQOT) and provides preventive

(13) DNB, Guideline on the Anti-Money Laundering and Anti-Terrorist Financing Act
and the Sanctions Act, September 2022, ava this link, p. 74
(14) DNB, Gu ne on the Anti-Money Launder d Anti-Terrorist Financing Act

and the Sanctions Act, September 2022, available via this link, p. 70.

(15) Ministry of Finance, Leidraad Financiéle Sanctieregelgeving, August 12, 2020
available via this link, p. 11

(16) Bokkerink and Ligthart 2014, p. 214; Kodrzycki and Geertsma 2019, p. 234.

measures in the policy against money laundering
and terrorist financing.'® The Wwft transposes
several European anti-money laundering directives
into Dutch law (see section 3.2.1 for more on this).

The objective of the law is to counter the laundering
of illegally obtained assets and the financing of
terrorism and - ultimately - to maintain the integrity
and safeguard the stability and reputation of the
financial system.('® To achieve this objective,
financial institutions and professional service
providers have been assigned a gatekeeper function
under the Wwft. The gatekeeper function means
that these institutions and service providers have an
important role in protecting, or providing access to,
the legal and financial systems. In the case of
accountants and civil-law notaries, for example,
when the Wwft was introduced their gatekeeper
role was indicated as giving legal force to
transactions and thereby guarding "access to
legitimate business," so to speak.?% Based on the
idea that combating money laundering through the
private sector is more effective and efficient,
increasing emphasis has been placed on the role
and responsibility gatekeepers have in preventing
money laundering and terrorist financing.

The Wwft system encompasses regulators
monitoring gatekeepers' compliance with Wwft
standards. In the event of non-compliance,
administrative enforcement, and possibly
disciplinary proceedings against certain
professionals, may be initiated. Gatekeepers' non-
compliance with the Wwft is also increasingly
leading to criminal charges being brought against
organizations and their directors.2"

(17) Bokkerink and Ligthart 2014, p. 214; DNB, Sanctions screening, September 16,

2022, available via this link.
(18) Parliamentary Papers I, 2007/2008, 31 238, no. 3, p. 1.
(19) Parliamentary Papers Il, 2007/2008, 31 238, no. 3, p. 1, Parliamentary Papers I,
2017/2018, 34 808, no. 3, p. 2.
37 and 31 238, no. 6, p. 3

(20) Parliamentary Papers Il, 2007/2008, 31 2
(21) Van Wingerde and Hofman 2022, p. 1
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In order to maintain the integrity of the financial
system, the Wwft includes obligations with which
gatekeepers have to comply.?2 In summary, these
are currently the following five core obligations:

1. Risk management

Institutions need to be aware of which money
laundering and terrorist financing risks they are
exposed to and must tailor their policies, procedures
and measures to these risks (Sections 2b and 2c).
Institutions are required to take measures to identify
and assess money laundering and terrorist financing
risks, with the measures taken being proportionate
to the nature and size of the institution. 23

At a minimum, this takes account of risks related to
clients, countries, products and services, and
transactions and delivery channels. The risk
assessment must be documented, kept up to date
and be able to be shared with the regulator if
requested.

The Wwft also has some obligations relating to
gatekeeper governance, such as appointing a
director to have final responsibility for the
institution's compliance with the Wwft and having
an independent and effective compliance function
and audit function (Section 23).

2. Customer due diligence

Institutions are required to carry out risk-based
customer due diligence before entering into a
business relationship (Sections 3 and 4).24
Customer due diligence includes the identification
and verification of the customer's identity and,
where applicable, of its legal representatives.
Institutions need to determine whether a customer
is acting on its own behalf or on behalf of a third
party. Similarly, in the case of legal entities,
institutions have to establish the identity of ultimate
beneficial owners (UBOs) and take reasonable
measures to verify that identity, as well as to
understand the ownership and control structure of
the legal entity.

(22) Inline with the Wwft, trust offices are also subject to stricter obligations under
the Trust Offices (Supervision) Act. This is further explained in section 3.2.3

(23) For certain financial institutions listed in Sections 3:10, 3:17 Wft, and Section
10 of the Decree on Prudential Rules under the Wft (Bes/uit prudentiéle regels
Wit Bpr), Section 19 of the Pension Funds Financial Assessment Framework
Decree (Besluit financieel toetsingskader pensioenfondsen) and Section 14 of
the Pension Act Implementation Decree (Besluit uitvoering Pensioenwet), the
systematic risk analysis is broader and includes all integrity risks. The same
applies to trust offices on the basis of Section 10 of the Decree on Trust
Offices (Supervision) 2018. This is also known as 'SIRA' (Systematic Integrity
Risk Analysis).

The institution also has to establish the purpose and
intended nature of the business relationship and
conduct ongoing monitoring (Section 3). The Wwft
also identifies a number of situations where
simplified and enhanced customer due diligence are
appropriate (Sections 6 to 9).

3. Reporting obligation

When institutions identify an executed or proposed
unusual transaction, they must report it to FIU-NL
without delay (Section 16).2% The unusual nature of
transactions must be determined on the basis of
subjective and objective indicators.29

» If a transaction meets an objective indicator,
institutions are always required to make a
report to FIU-NL. An example for banks is a
credit card or prepaid card payment amounting
to EUR 15,000 or more.

Subjective indicators involve situations where
the institution has reason to believe that they
could be linked to money laundering or terrorist
financing, and this mostly depends on the
circumstances of the case.

The reporting obligation also covers situations
where the customer due diligence cannot be
completed or a business relationship is terminated
due to indications that the customer is involved in
money laundering or terrorist financing.

Institutions may not unfairly discipline employees on
the basis of a report made in good faith to FIU-NL,
for example through demotion, a negative appraisal
or exclusion.?”? As a general rule, institutions and
their employees may not let anyone know that they
have made a report to FIU-NL. This is also called the
'tipping-off ban'.128

(24) There are some limited exceptions to this, see Section 4(3)-(6) Wwft.

(25) Transactions involve an act or a series of acts by or on behalf of a customer
which the institution has become aware of in providing its services for that
customer. So this can also cover partial payments or transactions that are
connected.

(26) These indicators are listed in Annex 1 to the Wwft Implementation Decree
2018 (Uitvoeringsbesluit Wwit 2018

(27) Section 20b Wwft.

(28) Section 23 Wwft. Only institutions operating within the same group may share
this information within the group. See Section 23a Wwft.
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4. Retention obligation

Under Section 33 of the Wwft, institutions are
required to record relevant customer information in
an accessible manner and to retain it for five years
after the end of the business relationship or
execution of the transaction.

5. Training obligation

Under Section 35 of the Wwft, institutions are
required to ensure that employees undergo periodic
training so that they are able to identify money
laundering risks, to perform a proper and full
customer due diligence screening, and to recognize
unusual transactions. The board and, where
applicable, the supervisory body must also undergo

training to enable them to fulfill their responsibilities.

Training must be kept up to date and thus regularly
reviewed and revised. The content, depth and
frequency of the training must be tailored to the
positions of the relevant employees within the
institution. (29

Important changes to anti-money laundering
regulations are imminent at both European and
national levels. See section 3.2.1 for more on this.

2.4 Differences in gatekeepers'
roles and responsibilities

Under the Wwft, various groups of financial and
non-financial institutions, as well as professionals,
have been designated as gatekeepers. They have
been assigned this role because of their role as a
professional service provider. As this role varies per
institution and service provider, their exposure to
money laundering and terrorist financing risks is
different, and the sanctions requirements also differ
between gatekeepers, differences in emphasis can
be identified between different gatekeepers.

What follows is an explanation of the roles of the
various (groups of) gatekeepers mentioned in the
Wwft. The fact that some institutions also have to
meet additional requirements under the Sw has
already been explained in section 2.2.

(29) DNB, Guideline on the Anti-Money Laundering and Anti-Terrorist Financing Act
and the Sanctions Act, September 2022, available via this link, p. 10

(30) For example, banks, insurers and other financial institutions are subject to the
Financial Supervision Act (Wft), trust offices a t to the Trust Offices

18), civil-law notaries are subject to the Notaries

Moreover, certain institutions and professionals are
subject to additional sectoral legislation and/or
(professional) rules that may reinforce or limit their
compliance with their Wwft and Sw obligations.9
This is discussed further in section 3.3.2.

The following section first discusses the groups of
gatekeepers involved in this study, followed by the
remaining gatekeepers.

2.4.1 Banks, insurers, trust offices,
civil-law notaries and real estate
agents

Banks

Banks play a key role in society in providing access
to the payment system and are therefore an
important party in ensuring the integrity and stability
of the financial system. This key role - combined
with the increased focus on combating money
laundering and terrorist financing from the regulator,
the Public Prosecution Service, society and the
media - has led to the discussion on how to fulfill
the gatekeeper role focusing on banks.®" In the
recent Financial Action Task Force (FATF) evaluation,
the FATF concluded that within the group of non-
financial institutions, a lot of institutions felt that
customer due diligence is primarily a role for
banks.®2 In recent years, banks have increasingly
been confronted with their role as gatekeeper:
regulator DNB has taken various enforcement
measures for non-compliance with the Wwft, and
banks and their directors have also been criminally
prosecuted.®d In addition to the Wwft, banks have
wider integrity obligations under the Financial
Supervision Act (Wft) and underlying regulations.

Act (Whna), attorneys are subject to the Act on Advocates, and accountants are
subject to the Audit Firms Supervision Act (Wta)

(31) Stichting Maatschappij en Veiligheid 2022, p. 14, and NVB 2022a, p. 13

(32) FATF 2022b, p. 122

(33) Stichting Maatschappij en Veiligheid 2022, p. 5


https://www.dnb.nl/media/dzicty20/leidraad-wwft-en-sanctiewet.pdf

One example concerns the extensive requirements
around risk management and governance.

Insurers

The insurance industry comprises four different
types of insurers: life insurers, non-life insurers,
funeral expenses and benefits in kind insurers and
reinsurers. Only life insurers have been designated
as gatekeepers under the Wwft. The reason for this
lies in the risk that the funds used to finance the
insurance policies may be illegally obtained. In
addition, there is a (limited) risk that policy benefits
could be used to finance terrorism. It is because of
these risks that financial service providers that
mediate in life insurance policies have also been
designated as gatekeepers under the Wwft.®4 The
other types of insurers do not fall within the scope
of the Wwft. These insurers do, however, need to
comply with the additional obligations under the
Swy.35)

Like banks, insurers face wider integrity obligations
under the Financial Supervision Act (Wft) and
underlying regulations.

Trust offices

Given the nature of their services, trust offices play
an important role in providing foreign legal entities
with access to the Dutch economic environment.
The literature argues that trust services can be
misused to disguise ownership structures.©®
Customers may also pursue financial structures that

pose certain tax integrity risks.®” For these reasons,

trust offices have a role to play in monitoring the
integrity of the financial system and they have been
designated as gatekeepers under both the Wwift
and Wtt 2018. That last law contains additional,
more detailed and stricter obligations around
customer due diligence and also imposes some
prohibitions on trust offices, as further elaborated in
section 3.2.3. Recent attention has mainly focused
on the risks of money laundering through illegal
trust services.%®

(34) FATF 2018, p. 9

(35)  Section 10 Sw 1977 and Section 1 RtSw 1977
(36) FATF 2019, p. 9

(37) DNB 2019, p.5

(38)  See section 3.2.3 for more on this

(39) Van Wingerde & Hofman 2022, p. 10

Civil-law notaries

Civil-law notaries are independent legal advisors
who legally record agreements and statements that
have been made in a notarial deed. They have been
designated as gatekeepers due to their specific legal
knowledge and role within the Dutch legal
system.®9 Not all services provided by civil-law
notaries fall within the scope of the Wwft: in a
nutshell, the ones that do relate to corporate law
and real estate.“9 These could include, for example,
incorporating companies, purchasing or selling
shares, or facilitating real estate transactions. A
litigation exemption also applies: the Wwft does not
apply to work surrounding the legal defense of
clients.®" The nature of the services provided by
civil-law notaries combined with their duty of
confidentiality under the Notaries Act (Wna) means
that they are identified in the literature as an
attractive professional group for criminals, which
demonstrates the importance of their role as
gatekeepers.“4?

Real estate agents and appraisers

The real estate industry is susceptible to money
laundering and other forms of financial and
economic crime. Real estate is a popular choice for
investors because of its relatively stable - and
generally rising - prices. Real estate is also
functional: it can be occupied or rented out.“3)
However, this also attracts criminals.

Factors that contribute to the susceptibility of the
real estate industry to criminals include the limited
duration of the relationship with customers, which
makes it difficult for a real estate agent to identify
suspicious circumstances or patterns, the potential
for moving large cash flows when buying or selling
real estate, a lack of transparency surrounding the
valuation and pricing of real estate, and the
possibility of high returns.“4

(40)  Section Ta(4)(d) Wwft. See also: Snijder-Kuipers 2020, pp. 36-37

(41)  Section 1a(5) Wwft

(42)  On the duty of confidentiality, see Van Wingerde & Hofman 2022, p. 43
(43)  European Parliament 2019, p. 2

(44)  European Parliament 2019, pp. 1-2; FATF 2022a, pp. 16-17



Given their services and expertise, real estate
agents are expected to recognize indications of
financial and economic crime. They have been
designated as gatekeepers against this background.
Unlike many other categories of gatekeepers, the
real estate industry in the Netherlands is an
unregulated profession and the title of real estate
agent is not legally protected, which can make the
industry even more vulnerable.®® It has been
pointed out in the literature that the lack of
regulation may ensure that ‘rogue real estate agents
are more likely to enter the market and that they
also cannot be expelled from the profession." 4o
Real estate agents have been designated as
gatekeepers against this background. This applies
both to the purchase and sale of real estate and to
the brokerage and conclusion of leases where the
monthly rent amounts to EUR 10,000 or more.“”)

Real estate appraisers determine the value of real
estate and therefore also fall within the scope of the
Wwft. This covers all types of appraisals related to
real estate, for example in connection with a
purchase or refinancing.

2.4.2 Other gatekeepers

Financial institutions other than banks or
insurers

In addition to the aforementioned banks and
insurers, there are several other financial institutions
that have been designated as gatekeepers under the
Wwft. These include (managers of) investment
institutions and undertakings for collective
investment in transferable securities (UCITS),
investment firms, payment service providers and
agents, electronic money institutions and exchange
institutions. These institutions have been designated
as gatekeepers due to the risk of their being
misused to disguise the criminal origin of funds
through large volumes of financial transactions (also
known as 'layering’).

(45)  FATF 2022a, p. 16; Hoogenboom 2021, p. 171, note vificant
proportion of real estate agents are not affiliated v ciations and

that the latter actually play an important role in creating an ngthening
their gatekeeper function. He advocates reinstating the protected title of 'real
estate agent' with mandatory membership of a, yet to be consolidated, trade
association

(46) Van Wingerde et al. 2023, p. 49

(47)  Section 1a(4)(h) Wwft
(48)  Van Wingerde & Hofman 2022, p. 10

Accountants, attorneys, tax advisors

Like civil-law notaries, accountants, attorneys and
tax advisors have been designated as gatekeepers
because of their specific legal, tax or financial
expertise.”8 Criminals could misuse this expertise,
for example to conceal ownership through complex
legal ownership structures, or to disguise the
criminal origin of funds.“? Similarly, given the very
nature of their services, accountants, attorneys and
tax advisors may encounter suspicions of financial
and economic crime. Think, for example, of
indications of fraud found during audits of the
financial statements by auditors.

Like civil-law notaries, not all services attorneys
provide fall within the scope of the Wwft.®0 The
litigation exemption described for civil-law notaries
also applies to attorneys, tax advisors and
professionals who carry out activities similar to
those of attorneys or civil-law notaries.

Providers of crypto services

The virtual currency market has grown rapidly in
popularity in recent years. Virtual currencies have
certain characteristics that make money laundering
attractive, including anonymity, the speed of
transactions and the ease of cross-border
transactions.®" Given this perspective and with the
advent of the Fifth European Anti-Money Laundering
Directive and its transposition into the Wwft,
custodian wallet providers and companies that offer
services for exchanging virtual and fiduciary money
have been designated as gatekeepers.®2)

(49) FATF 2019a, pp. 12-16

(50)  Section 1a(4)(c) Wwft

(51) FATF 2021b, p. 16

(52) Directive (EU) 2018/843 of the European Parliament and of the Council of
May 30, 2018 amending Directive (EU) 2015/849 on the prevention of the
use of the finar stem for the purposes of money laundering or terrorist
financing and amending Directives 2009/138/EC and 2013/36/EU, OJEU L-
156, pp. 43-74
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With the imminent European Markets in Crypto
Assets Regulation (MiCAR), the entire crypto sector
will be subject to integrity requirements.®3 The
current registration regime will be replaced by a
tougher licensing regime, accompanied by more
detailed standards in terms of their governance,
which will cover more types of crypto service
providers.

Gambling providers

With the introduction of the Remote Gambling Act
(Wet Kansspelen op afstana) in 2021, online
gambling providers have been included as
gatekeepers under the Wwft in addition to Holland
Casino. After all, online gambling is subject to many
money laundering risks, including the possibility of
anonymity, having a relationship at a distance ('non-
face-to-face'), and complex and extensive
transaction patterns.4

Luxury goods dealers, professional
merchandise dealers and pawnbrokers

Dealers in luxury goods, both buyers and sellers, fall
within the scope of the Wwft. Luxury goods include
vehicles, yachts, works of art, antiques, precious
stones, precious metals, jewelry and jewels.
Dealers in works of art (art and cultural goods) have
also been designated as gatekeepers, provided the
payment for the work of art amounts to EUR 10,000
or more.

The value of art and cultural goods is difficult to
estimate, which is why they are attractive for
laundering money. Criminals may also choose to
keep the art, art is frequently purchased with cash
or through sham sales, and apparent legitimacy is
given to funds that have been involved in fictitious
sales and fake auctions.®

Professional traders, both buyers and sellers, fall
within the scope of the Wwft to the extent that they
facilitate cash payments of EUR 10,000 or more for
goods other than the aforementioned luxury goods.
It is common knowledge that cash is a suitable
vehicle for money laundering because of the

(53) DNB, "MICAR important step in regulation of crypto markets", news report
October 6, 2022. The regulation was adopted in May 2023: Council of the EU,
'Digital finance: Council adopts new rules on markets in crypto-assets (MiCA)",
press release May 16, 2023. It will enter into force on the 20th day after its
publication in the Official Journal of the European Union and will be applicable

anonymity surrounding its origin, possession and
use.

Domicile providers

Providers of (postal) addresses can potentially be
misused by criminals. Merely providing a
professional or business (postal) address (domicile
provision) without additional work is not a trust
service under the Wtt 2018. That is why these
domicile providers have also been designated as
gatekeepers under the Wwft.

2.5 Conclusions about
gatekeepers' roles and
responsibilities

It is clear from the foregoing that although the
objective and obligations under the Wwft are the
same for all gatekeepers, this is a large
heterogeneous group and differences in emphasis
can be identified in each party's role and
responsibilities.

Institutions and professionals have been designated
as gatekeepers for several reasons. Based on their
services, they provide, for example, access to the
payment system or the Dutch economy (banks and
trust offices) or they provide specific legal, tax or
financial services (for example, civil-law notaries,
attorneys and tax advisors). Institutions and
professionals may also have been designated as
gatekeepers because of the risk of being misused
for money laundering purposes - real estate or cash,
for example - or because the nature of their services
puts them in a position to spot indications of fraud
and other forms of financial and economic crime.
That is the case, for example, for accountants. In
relation to the gatekeeper role, it is also notable that
the duration of the relationship with customers is
different for different gatekeepers. Sometimes they
have long, enduring relationships with customers as
is the case for banks, trust offices or auditors.

18 months later

(54) European Commission 2022, p. 23; N. Boere, "Online gokken als
witwasmethodiek", AMLC news report November 28, 2022

(55) FATF 2023, pp. 21-22



In contrast, other gatekeepers just have one-off or
ad hoc contact with customers (for example, dealers
in (luxury) goods, appraisers or real estate agents).

The Sw and its associated obligations apply to all
gatekeepers. However, banks, insurers, other
financial institutions, trust offices and crypto service
providers have more detailed obligations compared
to other gatekeepers and are regulated by the AFM
and/or DNB. It is also worth mentioning that non-life
insurers are not subject to the Wwft but are subject
to the Sw and do not formally have a gatekeeper
function.

Finally, it is noted that various gatekeepers also
have to comply with sectoral legislation and/or
(professional) regulations that may affect (the
performance of) their gatekeeper role under the
Wwft. This was already highlighted in this chapter
with respect to banks, insurers, trust offices and
civil-law notaries, among others, and will also be
discussed further, where relevant, in Chapter 3.
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3.1 Introduction

In order to explore opportunities and possibilities for
improving the efficiency and effectiveness of the
anti-money laundering chain and to ensure
compliance with the Sanctions Act, it is important to
know how things stand with respect to the
implementation of the Wwft and the Sw. In this
regard, it is useful to look at developments that have
happened in recent years and expected
developments in the short and medium term
(section 3.2) as well as bottlenecks encountered or
identified by the different stakeholder groups
concerned (section 3.3).

3.2 Developments relevant to
implementation

This section discusses developments to the Wwift
and the Sanctions Act. It also discusses
developments to the Trust Offices (Supervision) Act,
because the W1t 2018 partly extends the standards
in the Wwft with standards that are stricter in
nature. This section also focuses on relevant
technological developments that have or could have
an impact on the implementation of the Wwft and
the Sw. Finally, given the tension found in the
implementation of the Wwft and Sw, aimed at
protecting the integrity of the financial sector on the
one hand, and privacy regulations aimed at
protecting the privacy of citizens and companies on
the other, relevant developments in the field of
privacy are also discussed.

3.2.1 Wwft developments in a
nutshell

Chapter 2 already noted that the Wwft came into
being in August 2008.56 The Wwft is the result of
transposing several European anti-money laundering
directives, which in turn ensue from the FATF
recommendations.

(56)  Parliamentary Papers Il, 2007/2008, 31 238, no. 3, p. 3

(57) Bokkerink 2022, p. 196

(58)  Directive 2005/60/EC of the European Parliament and of the Council of 26
October 2005 on the prevention of the use of the financial system for the
purpose of money laundering and terrorist financing, OJEU L-309, pp. 15-36

(59) Directive (EU) 2015/849 of the European Parliament and of the Council of 20
May 2015 on the prevention of the use of the financial system for the
purposes of money laundering or terrorist financing, amending Regulation

The FATF is an international organization which
combats money laundering, terrorist financing and
the financing of weapons of mass destruction.®”
The FATF publishes international anti-money
laundering standards that form the basis for
legislative and regulatory bodies worldwide when
developing laws and regulations. In recent years, the
Wwft has been amended several times as a result
of changes to the FATF standards, and subsequently
the European directives.

Anti-money laundering policy developments at
European level are really taking off. Changes are
succeeding each other at an increasingly rapid pace,
which means that the Wwft is also subject to more
frequent amendments. For example, whereas there
were ten years between the Third (AMLD3%8) and
Fourth Anti-Money Laundering Directives
(AMLDA4659), there were just three years between
the Fourth and Fifth European Anti-Money
Laundering Directives (AMLD569) On top of that,
new European regulations have already been under
discussion since 2019; and there has actually been
work toward new European anti-money laundering
regulations since July 2021 (see below).

With these successive regulations, the group of
gatekeepers has also continually expanded. More
and more private parties have come under the
scope of anti-money laundering regulations in recent
years, thus acting as gatekeepers. For instance,
AMLD3 introduced trust and company service
providers as a new group of gatekeepers. AMLD4
brought providers of gambling services and an
extension to the group of persons trading in goods
within its scope, and AMLD5 expanded the scope
even further to include crypto service providers
(custodian wallets and exchange services).

(EU) No 648/2012 of the European Parliament and of the Council, and
repealing Directive 2005/60/EC of the European Parliament and of the Council
and Commission Directive 2006/70/EC, OJEUL-141, pp. 73-117.

(60) Directive (EU) 2018/843 of the European Parliament and of the Council of 30
May 2018 amending Directive (EU) 2015/849 on the prevention of the use of
the financial system for the purposes of money laundering or terrorist
financing, and amending Directives 2009/138/EC and 2013/36/EU, OJEU L-
156, pp. 43-74
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Finally, substantive standards have also been
extended enormously in recent years and
gatekeepers are expected to do ever more in
implementing the Wwft. New standards have been
introduced, and existing obligations have become
more detailed. These include an increased emphasis
on the risk-based approach and sources that
institutions have to take account of6?, the extension
of enhanced due diligence measures in the case of
domestic politically exposed persons (PEPs), the
specific enhanced due diligence measures in the
case of high-risk countries designated by the
European Commission, the introduction of the
register of ultimate beneficial owners (UBO register)
and the duty to report discrepancies, plus
requirements related to the governance of
institutions like the compliance and internal audit
functions.

Looking to the future

The aforementioned developments seem to be
continuing at European level. Due to several
money laundering scandals involving European
banks as well as the publication of the Panama and
Paradise Papers in which revelations relating to tax
evasion and the avoidance of sanctions were
made, in 2019 the European Commission took the
first steps to achieving a stronger European
regulatory framework.62 |n July 2021, it presented

the so-called 'EU AML Package'.®3 This package
consists of four legislative proposals:

* anew anti-money laundering directive
((AMLD®G");
an anti-money laundering regulation (‘AMLR');

a regulation establishing a new European Anti-
Money Laundering Authority (‘AMLA'); and

a revision of the regulation on information
accompanying transfers of funds.

(61)  For example, the EBA guidelines and the Supranational Risk Assessment
(SNRA) published by the European Commission and the national risk
assessments on money laundering and terrorist financing for the
Netherlands

(62)  Groen and Van den Broek 2023, pp. 13-15.

(63)  European Commission, 'Anti-money laundering and countering the financing
of terrorism legislative package', press release July 20, 2021

(64)  Groen and Van den Broek 2023, p. 14.

The key things in the EU AML Package are the
introduction of a uniform framework of standards
for all institutions and professionals falling within
the scope of the European anti-money laundering
policy and the introduction of European
regulation.®¥ By transferring most of the
substantive standard-setting to a European
regulation that is directly applicable, the proposed
Directive becomes more limited in comparison to
AMLD5. AMLDG6 will include standards for national
registers, like the UBO register and the real estate
register, as well as for the roles and responsibilities
of national FIUs and regulators.

As of mid-2023, the AMLD6, AMLR and AMLA-R
proposals were in the trilogue phase between the
European Commission, the Council and the
European Parliament. The revision of the regulation
on information accompanying transfers of funds
was subsumed by the aforementioned MiCAR and
was finally adopted in May 2023.16%

Important legislative changes are also expected at
national level. In October 2022, after years of
preparation, the Bill on the Money Laundering
Action Plan was submitted to the House of
Representatives.®® This bill introduces
amendments to the Wwft that relate to the joint
monitoring of transactions by banks and the
sharing of data between Wwft institutions of the
same category on customers with a higher risk
profile.®®”) The bill follows on from a broader Action
Plan from 2019 and aims to make the approach to
money laundering in the Netherlands more
effective.®® More information on this bill and its
relationship to privacy regulations is provided in
section 3.2.5.

(65)  See section 2.4.2 on MiCAR. See also Council of the EU, 'Anti-money
laundering: Council adopts rules which will make crypto-asset transfers
traceable', press release May 16, 2023

(66) The Money Laundering Action Plan dates from June 2019: Parliamentary
Papers Il, 2018/2019, 31 477, no. 41, Money Laundering Action Plan Annex.

(67)  Bill on the Money Laundering Action Plan, Parliamentary Papers I,
2022/2023, 36 228, no. 2.

(68)  Parliamentary Papers I, 2018/2019, 31 477, no. 41
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3.2.2 Sanctions Act developments
in a nutshell

The Netherlands implements national and
international sanctions measures based on the
Sanctions Act 1977. UN sanctions were a
commonly used tool in the 1990s, but the veto
power given to permanent members of the UN
Security Council means that, with geopolitical
changes, it has become increasingly difficult for the
UN to reach sanctions decisions.®? Unilateral
sanctions are now increasingly imposed by the
European Union, as well as by countries like the
United States and the United Kingdom.

The Russian invasion of Ukraine resulted in the
sanctions landscape evolving at lightning speed; in
just over a year, the EU adopted 11 sanctions
packages.”9 Due to the difficulties in implementing
and monitoring sanctions, partly due to the large
number of public-sector parties involved, a National
Coordinator for Sanctions Compliance and
Enforcement was appointed in 2022. This National
Coordinator was tasked with coordinating sanctions
compliance between ministries and implementing

organizations and identifying areas for improvement.

The National Coordinator's report of findings was
published in May 2022 and highlights various
bottlenecks.”” Examples include the structure of
the Dutch economy, a fragmented supervisory
landscape with restrictions on data sharing, and
challenges in identifying UBOs. The report also
notes that institutions that fall within the scope of
the RtSw 1977 - including banks, insurers and trust
offices - seem to prefer to apply sanctions rules too
strictly rather than too loosely, suggesting
‘overcompliance'.”? Recommendations ensuing
from this report focus, among other things, on
intensified cooperation between all parties involved,
the extension of regulation and the reporting
obligation to the notarial profession, the legal
profession and the accounting profession, and a
stronger legal basis for exchanging data.

(69) Vanden Herik 2022, pp. 111-112

(70)  The 11th sanctions package was adopted in June 2023: Council of the EU,
'Russia’s war of aggression against Ukraine: EU adopts 11th package of
economic and individual sanctions', press release June 23, 2023

The Cabinet has announced that it is working on a
full review of the Dutch sanctions system in
response to the report's recommendations.73)

Looking to the future

What the Dutch review of the sanctions system
will look like is not yet known at the time of this
study, nor is it clear how these changes will relate
to developments at European level. In fact, with
the aforementioned EU AML Package, shifts in

European regulations will also take place: the
evasion of targeted financial sanctions will explicitly
be brought under the scope of the AMLR. Also, the
latest available European proposals for AMLD6
provide for a full system of monitoring compliance
with targeted financial sanctions by all relevant
gatekeepers.

3.2.3 Wit developmentsin a
nutshell

The trust sector has been regulated since 2004:
since that time trust offices have been subject to
licensing and have to comply with the legal
framework laid down in the Trust Offices
(Supervision) Act. Revelations like the Panama
Papers, investigations by regulator DNB and the
results of the investigation by the Parliamentary
Committee of Inquiry into Tax Structures prompted
a large-scale review of the laws and regulations
applicable to trust offices.”¥ The Trust Offices
(Supervision) Act 2018 (Wtt 2018) has formed the
regulatory framework for trust offices since January
1, 2019. The main changes compared to the old
Trust Offices (Supervision) Act concerned
requirements around the professionalism and
integrity of trust offices and customer due diligence.

National Coordinator for Sanctions Compliance and Enforcement 2022
National Coordinator for Sanctions Compliance and Enforcement 2022, p. 13
Parliamentary Papers II, 2022/2023, 36 200 V, no. 56, pp. 5-9

Parliamentary Papers I, 2017/2018, 34 910, no. 3, p. 4; Riekerk 2016, p. 433
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For the trust sector, it is worth noting that the Wit
2018 contains some specific and stricter
requirements compared to the Wwft. Some
examples include:

1. For trust offices, customer due diligence
extends not only to the customer, but also (via
Sections 27-30a Wtt 2018) to other parties
involved in the provision of the trust service, like
target companies, trusts or parties involved in
the sale of a legal entity.7

2. The Wtt 2018 imposes an obligation of result on
elements of the customer due diligence,
specifically for situations where there are higher
integrity risks. While this fits in with the risk-
based system of the Wwft, it puts a heavier due
diligence burden on trust offices.6

3. Trust offices have more limited options with
respect to introductory customer due diligence
when this has been carried out by another Wwft
institution. Under the Wtt 2018, the due
diligence has to be carried out by the trust office
itself, or by a so-called 'introducing institution'
within the trust office's group.””

4. Trust offices are obliged to investigate whether
another trust office provides or has provided
services to the customer or the target company,
and whether a customer or the target company
has been rejected in advance by another trust
office.’8

Although the Wtt 2018 is relatively recent
legislation, it has already undergone several major
amendments. The most recent amendments date
from 2022 and the first half of 2023. A first
important amendment concerns the ban on
providing trust services to customers from certain
countries. This ban was initially imposed on Russia
and Belarus by means of an emergency measure
following Russia's invasion of Ukraine in February
2022.(79)

(75)  Parliamentary Papers I, 2017/201

(76)  Parliamentary Papers I, 2017/201

(77)  Section 23 Wtt 2018

(78)  See Section 68 Wtt 2018 in conjunction with Parliamentary Papers II,
2022/2023, 32 545, no. 180, p. 6. On the point of 'rejected in advance’,
Minister Kaag herself indicates that the law is not clear on this now and will
be amended at the first suitable opportunity

. p. 4

8,34 910, no. 3
8,34910,n0.3,p.9

(79)

This ban came into effect on July 16, 2022. By
means of the Bill on the Integrity Measures for Trust
Offices Act (Wet integriteitsmaatregelen
trustkantoren; Wit), passed by the Dutch Senate on
December 6, 2022, this ban will be extended to
high-risk countries designated by the European
Commission as having a higher risk of money
laundering or terrorist financing or countries
designated as non-cooperative on tax matters. A
second amendment implemented via the Wit was
the ban on the professional or commercial use of
conduit companies for the benefit of a customer.
The background to this ban lies in tackling tax
evasion and tax avoidance in the Netherlands. The
Explanatory Memorandum states that "making a
conauit company available [...] serves primarily tax
purposes and leads to a l